~ UBNDTINHLAICHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc

$61097  /STTTT-BCVTCNTT Lai Chau, ngay 30 thdng6 nam 2022
VIV yéu ciu ra soat, ngan chan nguy co tan
cong APT vao h¢ thong thong tin cua cac
co quan, don vi
Kinh gui:
- Céc S¢, Ban, Nganh, doan thé tinh;
- UBND cac huyén, thanh phd.

Qua cong tac giam sat an toan trén khong gian mang va hoat dong hop tac,
chia sé thong tin v&i cac to chirc 16n vé an toan thong tin trong va ngoai nudc,
Cuc An toan thong tin phat hién thoi gian gan ddy, nhiéu nhom tan cong c6 chi
dich (APT) dang tich cuc hoat dong, dé thuc hién tan cong vao hé¢ théng thong tin

ctuia nhi€u qudc gia trén thé gidi, trong do c6 Viét Nam.

Vi két qua thong ké so bo, trong 06 thang dau nim 2022 vira qua Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC) phat hién c6 nhiéu nhom
tan cong APT dang mo rong ha ting diéu khién dé trién khai cac hoat dong tan
cong, ndi bat nhu nhém Aoqin Dragon, Stone Panda, Mustang Panda, Lazarus.

Théng tin danh sdach chi tiét vé IoC ciia cac nhém tan cong APT ndy c6 tai

phu luc kem theo.

Theo nhan dinh cta Trung tim Giam sat an toan khong gian mang qubc gia
(NCSC), tan cong APT tai Viét Nam dang ngdy cang gia ting ca vé s6 luong va
mirc do tinh vi, bao gdm viéc thudng xuyén khai thac cac 15 hong bao mat chua
dugc va trong cac chién dich tan cong (nhu 16 hong Log4j, 16 hong trong san pham

Vmware, Exchange Server,...).

Nhim han ché, ngan chin, xtr Iy sém cac nguy co tan cong APT vao hé
théng thong tin ctia cac Quy co quan, S¢ Thong tin va Truyén thong dé nghi quy
co quan thuc hién:

1. Ra soat, giam sat va théng ké két ndi dén cac dia chi IP/tén mién doc hai.
B4o cdo vé Cuc An toan thong tin trong trudng hop phat hién co két nbi dén cac
dia chi doc hai nay.

2. Ngan chan toan bo két n6i dén va di lién quan dén céc dja chi IP/tén mién

doc hai nay.



2

3. Trudng hop can hd trg, co quan c6 thé lién hé vé S& Thong tin va Truyén
thong theo sb dién thoai: 02133798798 hodc Trung tdm Giam sat an toan khdng

gian mang qudc gia, dién thoai 02432091616, thu dién tir: ais@mic.gov.vn.

Trén day 1a yéu cau ra soat, ngin chin nguy co tdn cong APT vao hé thong

thong tin cua cac co quan, don vi, dé nghi Quy co quan quan tam thyc hién./.

Noi nhén:
- Nhu trén;

- Luu: VT, BCVTCNTT.

GIAM bOC

Ky boi: S Thong tin va Truyén thong
Co quan: Tinh Lai Chau
Thoi gian ky: 30/06/2022 10:33:13
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Nguyén Minh Hiéu



(Kem theo cong van so
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PHU LUC

Théng tin IoC lién quan dén cac nhom APT

ISTTTT-BCVTCNTT ngay thdng

Tén nhdm APT

Ip/Domain dgc hai

Ip/Domain dgc hai

Aogin Dragon

cvbl.]hotcupl.]pw
dns[.]Jfoodforthought1[.]Jcom
test[.]facebookmap[.]Jtop
45[.]77[.]11[.]148
back].]satunusal.]org
baomoi[.Jvnptnet[.]info
bbw[.]fushing].]org
bca[.]zdungk[.]Jcom
bkav[.Jmanlish[.]net
bkav[.]Jwelikejack[.Jcom
bkavonline[.]Jvnptnet].]info
bush2015[.]net
cl[.Jweststations[.Jcom
cloundvietnam[.Jcom
cpt[.Jvnptnet[.Jinf
dns[.]lioncity[.]top
dns[.]satunusa[.]Jorg
dns[.]zdungk[.]Jcom
ds[.Jvdcvn[.]Jcom
ds[.]xrayccc|.]top
facebookmap[.]top
fbcl2[.]Jadsoft[.]Jname
fbcl2[.]softad[.]net
flower2[.]Jyyppmm][.Jcom
game[.]vietnamflash[.]Jcom
hello[.]bluesky1234[.]Jcom
ipad[.]Jvnptnet[.]info
ks[.]Jmanlish[.]net
lepad[.]fushing[.]org
IHlyyy[.]Jadsoft[.]Jname
lucky[.Jmanlish[.]net
ma550[.]Jadsoft[.]Jname
ma550[.]softad[.]net
mail[.]Jcomnnet[.]net
mail[.]tiger1234[.]Jcom
mail[.]Jvdcvn[.Jcom
mass[.]longvn[.]net
mcafee[.]bluesky1234[.]Jcom
media[.]vietnamflash[.]Jcom
mil[.Jdungk[.]Jcom
mil[.]zdungk][.]Jcom
mmchj2[.]telorg[.]net

sky[.]vietnamflash[.]Jcom
tcv[.]tiger1234[.]Jcom
telecom[.]Jlongvn[.]net
telecom[.Jmanlish[.]net
th-y3[.]adsoft[.]Jname
th550[.]adsoft[.]Jname
th550[.]softad[.]net
three[.]Jwelikejack[.]Jcom
thy3][.]softad[.]net
vdcvn[.]Jcom
video[.]philstar2[.]Jcom
viet[.]Jvnptnet|[.]info
viet[.]zdungk[.Jcom
vietnam[.Jvnptnet[.]info
vietnamflash[.Jcom
vnet[.]fushing[.]Jorg
vnn[.]bush2015[.]net
vnn[.]Jphung123[.Jcom
webmail[.]Jphilstar2[.]Jcom
www][.]bush2015[.]net
yok[.]fushing[.]org
yote[.]dellyou[.Jcom
zing[.Jvietnamflash[.]Jcom
zingme[.]dungk[.Jcom
zingme[.]longvn[.]net
zw[.]dinhK[.]net
zw[.]phung123[.Jcom
mobile[.]Jvdcvn[.Jcom
moit[.]longvn[.]net
movie[.]Jvdcvn[.Jcom
news|.]philstar2[.Jcom
news|.Jwelikejack[.]Jcom
npt[.Jvnptnet[.]info
ns[.]fushing[.]Jorg
nycl[.]Jneverdropd[.Jcom
phcl[.]followag].]org
phcl[.]Jneverdropd[.]Jcom
pna[.]Jadsoft[.]Jname
pnavy3[.]Jneverdropd[.]Jcom
sky[.]bush2015[.]net
mmslsh|[.]tiger1234[.]Jcom
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Tén nhdm APT

Ip/Domain dgc hai

Ip/Domain dgc hai

Stone Panda

v5[.Jhinitial[.Jcom
v4[.]hinitial[.]Jcom
v3[.]hinitial[.Jcom
v2[.]hinitial[.Jcom
jack[.]micfkbeljacob[.Jcom
df[.]Jmicfkbeljacob[.Jcom
micfkbeljacob[.]Jcom

t1[.]hinitial[.]Jcom
mailedc[.]publicvm][.]Jcom
helpinfo[.]Jpublicvm[.]Jcom
goodluck23[.]jp[.Jus
goodjob36[.]publicvm[.Jcom
hinitial[.]Jcom
61[.]221].]66][.]85

images[.]Jmyanmarnewsonline[.]org
update[.]hilifimyanmar[.Jcom

myanmarnewsonline[.]org
hilifimyanmar[.]Jcom

download].]hilifimyanmar[.]Jcom 45[.]134[.]183[.]4
Mustang Panda 154[.]204[.]27[.]130
154[.]1204[.]26].]120
45[.]134[.]183[.]4
154[.]204[.]26[.]120
66[.]154[.]102[.]91 155[.]194[.]210[.]11
onlinestockwatchl.]net 109[.]248[.]144[.]1155
mail[.Jusengineergroup|[.]Jcom tokenais[.]Jcom
usengineergroup[.Jcom esilet[.]Jcom
109[.]248[.]144[.]1155 dafom[.]dev
109[.]248[.]144[.]155 cryptais[.Jcom
109[.]248[.]144[.]136 aumentarelevisite[.Jcom
Lazarus 45[.157[.]245[.]17 15[.]235[.]33[.]14
193[.]156[.]128[.]132 junepr happy[.]Jnanoace[.]co[.]kr

alticgo[.Jcom
it[.]zvc[.]capital
cloud].]beenos].]biz
zvc|.]capital
beenos|.]biz
ric-camid].]re[.]kr

mariamchurch[.Jcom
jungfrau[.]co[.]kr int[.]Jcom

Ghi chu: Pay 1a danh sich mot sé nhom tn cong APT c6 hoat dong nodi

bat trong thoi gian gan day. Thong tin vé cac nhom tn cong APT khac duoc chia

sé trén hé théng MISP ctia Trung tim Giam sat an toan khong gian mang qudc gia

(NCSC) tai: https://misp.ais.gov.vn.
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