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V/v canh bao nguy ca lay nhiem ma doc cho cac 
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VAN IHCNG HCNO • OBND H.IAM OOONG • ILAl CHAO 

So: 

) E N Ngay;./f^#Af .. 
Chuven:.^.a£..-r:^M)if. 

Luu ho so so: 

Kmhgui: 
- Cac So, Ban, Nganh, Doan the tinh; 
- U B N D huyen, Thanh phci. 

j : ^ ^ ' * " " ^ Trong thai gian vua qua, qua phan tfch va theo doi da phat hien mot so mang 
CNTT, may tinh (may chii va may tram) ciia co quan Dang, Nha nude nhiem ma 
doc va CO ket noi den cac may chu dieu khien tu xa, cac may chii nay nam tai cac 
qudc gia nhu Nga, My, Trung Quoc... Cac loai ma doc phat hien dugc chu yeu la 
cac loai ma dgc phd hien nhu: Trojan downloader, keylogger, malware-gen... va 
mot so loai ma dgc dugc chen, tiem nhiem trong cac tap tin van ban (.doc, .xls) cd 
dinh kem gui qua thu dien tu nham vao cac may tinh trong he thong mang de lay 
nhiem, danh cap thong tin tu ngudi dung trong he thong. Ngoai ra, cd mot so loai 
ma dgc mdi khai thac 16 hong ciia ung dung van ban Microsoft Office, Idiai thac Id 
hong cua he dieu hanh Windows cung dugc phat tan va lay nhiem, thong qua dinh 
kem cac tep tin van ban. 

De han che nguy co lay nhiem ma dgc, Sd Thong tin va Truyen thong de nghi 
cac CO quan Dang, Nha nude can thuc hien cac bien phap sau: 

1. Cai dat, su diing phan mem diet virus chinh hang, cd ban quyen va thudng 
xuyen cap nhat phan mem diet virus; 

2. Cap nhat cac ban va chinh thuc ciia he dieu hanh. Kiiem tra va bat tinli nang 
tudng lua bao ve ciia he dieu hanh da dugc cai dat tren may tinh. Xem xet, luu y cac 
hien tugng va canh bao bat thudng tren may tinh de cd bien phap xir ly kip thai; 

3. Khi nhan thu dien tir phai kiem tra ngudn gui rd rang, cac tap tin dinh kem phii 
hgp vdi ndi dung thu va ngudi giri thu trudc khi md hay tai tap tin ve may tinh. Nhung 
tap tin dinh kem trong thu dien tir, bao gom ca cac tap tin nen nhu file .zip can dugc 
luu vao d dia va ra quet trudc khi dugc md ra. Khdng giri hoac nhan mot sd loai tap 
tin cd cac dudi tep tin la .exe qua thu dien tir. Khdng md cac tap tin vdi phan md rdng 
cd kha nang ket hgp vdi phan mem dgc hai (Vi du: .bat, .exe, .pif, .vbs...); 

4. Sir dung Internet cd chgn Igc, khdng vao cac trang web la, khdng bam viio 
cac dudng lien ket, bieu tugng quang cao khdng rd va khdng truy cap vao cac 
popup tren trinh duyet ma cam thay nghi ngd hoac cd dau hieu bat thudng; 

5. Cap nhat cac ban va ciia irng dting Microsoft Office; 
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6. Han che ket noi cac may tinh, thiet hi ngoai vi (USB, 6 cumg, the nhd...) 
chua dugc kiem soat vao he thong mang L A N ciia don vi , neu phai ket noi yeu cau 
dung phan mem ra quet cac thiet hi trudc khi sir dung; 

7. Khdng sir dung phan mem dugc cung cap bdi cac to chiic khdng rd ngudn 
goc, han che sir dung hop thu mien phi trong trao ddi cdng vu; 

8. Thudng xuyen ddi mat khau cac tai khoan trong trao ddi cdng vu, dam bao 
do manh cua mat khau (tren 8 ky tu, bao gdm ky tu thudng, ky tu hoa, ky tu sd va 
ky tu dac biet); 

9. Tien hanh cac bien phap luu tru, sao luu (backup) du lieu quan trgng ra 
khdi may tinh; 

10. Thudng xuyen ra quet, danh gia, x i i ly ma dgc dinh ky de kip thai xir ly. 
Tren day la nhung bien phap han che nguy ca lay nhiem ma dgc cho cac mang 

C N T T ciia ca quan Dang, Nha nude, khuyen nghi cac dan vi trien khai, thuc hien. 
Trudng hgp can hudng dan, lien he Phong Buu chinh - Vien thong - Cdng nghe 
thdng tin, dien thoai 02313798798 hoac ddng chi Bi i i Thi Lan, dien thoai: 
01679122000.' 

Sd Thdng tin va Truyen thdng de nghi Lanh dao quy ca quan quan tarn trien 
khai, thuc hien./. 
Noi nhan: ^ - ^ ^ G I A M DOC 
- Nhir tren; 
- Tinh uy (b/c): 
- U B N D tinh (b/c); 
- Phong BCVTCNTT, C6ng TTDT; 
- Trung tam CNTT &TT; 
- Liru: VT. 
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