UBND HUYEN TAM BDUONG CONG HOA XA HQI CHU NGHIA VIET NAM

PHONG VAN HOA VA THONG TIN DPoc 1ap - Tw do - Hanh phiic
S6:16 IVHTT Tam BPuong, ngay 27 thang 01 nam 2021
V/v canh bdo, ra quét mﬁr doc
khi str dung chir ky s6
Kinh guri:

- Céc co quan, ban, nganh, doan thé huyén;
- UBND cac x4, thi tran.

Cin cir Cong van sd 94/STTTT-BCVTCNTT ngay 25/01/2021 cia S&
Thong tin va Truyén thong tinh Lai Chau vé viéc canh bao ra quét ma doc khi sir
dung chit ky s6.

Pé phat hién cac may co sir dung chir ky sb cua cac co quan, don vi c6
luong tai vé thong tin trén phan mém ky sb ting dot bién (nghi ngo nhiém ma
déc), Phong Van hoa va Thong tin huyén Tam Puong dé nghi cac co quan, ban,
nganh huyén, UBND céc xa, thi tran quan tam chi dao thyc hién mot s6 noi
dung sau:

1. Thiét 1ap may tinh an toan

- V6i cac may tinh méi mua chua c6 hé diéu hanh can phai duoc cai dat
hé diéu hanh tir cac dia cai dat phan mém ban quyén hoac chi tai cac tap tin cai
dat tur cac trang web cua nha san xuét (can kiém tra ma bam khi tdi cac tdp tin
cai dat nay) tranh truong hop tai phai phién ban "gia mao™ kem san ma dac,
tuong tu ddi voi cac ang dung phd bién nhu tng dung van phong, bo gé tiéng
Viét... tuyét dbi khdng st dung cac phan mém bé khoa (crack) vi cac ké tan
cong thuong gan ma doc hai trong cac phan mém nay dé phat tan.

- Khi cai dat xong nén thiét 1ap may tinh & quyén nguoi dung (User),
khéng nén s dung quyén quan tri vién (Administrator). Cac may tinh moi
thuong duoc nha san xuit cai dat sin mot sé chuong trinh dé quang cao, gioi
thiéu hoic ban dung tha caa cac phan mém. Cac phan mém nay c6 thé chira san
cac nguy co mat an toan thdng tin. Do d6 ngudi dung nén g& bo cac chuong trinh
khong can thiét trén may tinh caa minh ngay trong qua trinh thiét 1ap ban dau.

- Ngay sau khi cai hé diéu hanh can cai dat va dinh ky quét toan bo may
tinh bang phan mém diét vi-rat cé ban quyén. Trén thi truong hién nay co rat
nhiéu phan mém diét vi-rat mién phi va cé tra phi. Can luu y la cac chuong trinh
mién phi ¢ thé it chirc ning hon nhung van cé thé giup ngudi dung co ban
chéng lai cac ma doc phd bién.



- Can luu y rang co6 mot sé loai ma doc gia mao chinh phan mém diét vi-
rat. Do donguoi dung cing can phai tai tap tin cai dit chuong trinh diét vi-rat tur
chinh trang web cua nha san xuat.

- Trong qué trinh sir dung, nguoi st dung can dinh ky kiém tra va cap
nhat cac ban va I3i, 16 hdng bao mat cho hé diéu hanh va phan mém tng dung.
Ngudi st dung ciing can thuong xuyén thay d6i mat khau va st dung mat khau
manh: Mat khau do dai tdi thiéu cé 8 ky tu gdm chit sb, chit cai (¢hwong va hoa)
va ky tu dic biét. Can nhd rang mat khau manh s& bao vé may tinh trong sudt
qua trinh st dung vé sau. Mat khau manh con giap bao vé cap khoa trong truong
hop that lac thiét bi luu khoa bi mat, ké xau chiém duogc thiét bi token luu khoa
cling khong thé ky mao danh duoc.

- Thuong xuyén sao luu cac dir lidu quan trong, dung CD, DVD, 6 cting
hay trén cac phuong tién luu trir khac. Can than trong khi st dung thiét bi luu
trir USB khi sao luu dir liéu gitta cac may tinh. Hién nay mot sé hang cho phép
ma hoa cac dir liéu sao luu trén cac thiét bi luu trir ngoai dé bao dam tinh bi mat
cua dur liéu.

2. Cai dit, cau hinh cac phan mém ky sb an toan

- PBé thyc hién ky sb, dau tién can cai dat phan mém diéu khién thiét bi
(driver) token ky sé. Nguoi sir dung chit ky sé chuyén dang Chinh phu truy cap
trang web dé tai cac phan mém driver va ky sé nhu VsignPDF, bd cong cu tich
hop Ky sé theo Nghi dinh sé 30/2020/ND-CP ngay 05/03/2020 ctia Chinh phu vé
cong tac van thu tai dia chi sau: https://dvc.ca.gov.vn/tai-phan-mem

- M6t chinh sach bat budc ddi v6i ngudi sir dung may tinh 1a khi tai bat ci
phan mém nao trén mang vé trudc khi cai dit chung ta déu nén quét ma doc
trude khi thuc hién cai dit. Cong cu quét mi doc duge Ban Co yéu Chinh phu
cung cp tai dia chi sau: http://av.bcy.gov.vn

- Can cu Diéu 9 cua Nghi dinh 130/2018/ND-CP ngay 27/9/2018 cua
Chinh phu quy dinh chi tiét thi hanh Luat giao dich dién tir vé chix ky s va
dich vu ching thuc chit ky s, diéu kién dam bao an toan cho chit ky s cu thé
nhu sau:

+ Chit ky s6 duoc tao ra trong thoi gian chimg thu s6 ¢6 hiéu luc va kiém
tra dugc bang khoa cong khai ghi trén chimg thu sé do.

+ Chir ky s6 duge tao ra béng viéc sit dung khoéa bi mat tuong trng voi
khoa cong khai ghi trén chimg thu sé do mot trong cac t6 chire duoc phap luat
quy dinh cap.

+ Khoa bi mat chi thudc sy kiém soat cia ngudi ky tai thoi diém ky.


http://av.bcy.gov.vn/

- Vi vay, trong quat rinh thyc hién ky s6, xac thuc can luu ¥ dén hai dich vu
cta Ban Co yéu Chinh phu cung cip dé dam bao an toan cho chir ky sd, cu thé:

(1) Kiém tra ching thw sé trwe tuyén: Tac vu nay sé& két ndi toi may
chu ciia Ban Co yéu Chinh phu va kiém tra xem chimg thu s6 con hiéu luc hay
khong trude khi tién hanh ky sb. Viéc kiém tra chit ky s6 nay c6 thé thuc hién
thong qua 02 hinh thirc d6 1a kiém tra danh sach hay bo (CRLs) hoic kiém tra
trang thai chtmg thu sb truc tuyén (OCSP).

Thu vién s€ ty dong ki€m tra ching thu s6 can ki€m tra va tra vé két qua.
N1 dung chung thu s6 can kiém tra & dam bao tinh xac thyc, toan ven:

+ Chung thu s6 ¢6 phai do Ban Co yéu Chinh phu cung cap hay khong;
+ Kiém tra thoi gian hop 1é ctia chung thu sé;
+ Kiém tra chimg thu s6 di bi huy bo hay chua.

(2) LAy déu thoi gian: Dé xac dinh thoi gian ky sd, trong qua trinh ky s6
cac thu vién s& két ndi toi may cha cdp dau thdi gian ctia Ban Co yéu Chinh
phii. Pong thoi, cho phép xac dinh chinh xac thoi diém ngudi sir dung ky sd.

(Luu y: thoi gian ldy tir mdy chi, khéng phdi thoi gian mdy tinh cd nhan
cua nguoi su dung).

Sau day la dia chi truy cap cac dich vu truc tuyén:

+ Danh sach huybo (CRLs): http://ca.gov.vn/pki/pub/cri/cp.cri

+ Kiém tra tinh trang chimg thu s truc tuyén (OCSP):
http://ocsp.ca.gov.vn

+ May chu dau thoi gian: http:/tsa.ca.gov.vn

+ Thong tin chi tiét tai liéu, phan mém, mi ngudn tai dia chi:
http://ca.gov.vn

+ Ngoai ra ngudi sir dung c6 thé tham khao cac video hudng dan cai dat,
cau hinh cac phan mém ky s6 tai dia chi sau: https:/dvc.ca.gov.vn/video-huong-
dan-cai-dat-su-dung

3. Bao quan, si dung thiét bi lwu khoa bi mét an toan

- Thiét bi luu khoa bi mét ctia ngudi str dung chir kysé chuyén dung
Chinh phu 1a thiét bi PKI Token dugc Ban Co yéu cép c6 chta ciap khoa bi
mat/cong khai va Chung thu sb cdp cho nguoi str dung. Viée thuc hién ky sd
khong thé thiéu thiét bi Token va mat khau.

- T6 chtic quan 1y can ban hanh quy ché quan 1y, st dung thiét bj PKI
Token danh cho nguoi st dung. Cac ca nhan c6 trach nhi¢m bao quan token an
toan va dit mat khau manh dé bao vé an toan cho cap khoa ctia minh.
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- Nguoi sir dung c6 thé 4p dung quy tic dat mat khau manh ma van dé
nhd d6 la thay doi cac chit cai tao nén mat khau tir nhitng thong tin gin voi ban
than, hoic két hop cac chir cai co trong cac tir cia mot cau néi yéu thich,
vi du vé nhiing mat khdu manh 1a 88V1nhpHuc{cke-peak}amp;
$SH@idUong34%, #T3x1LtyVn$#.

- Bé danh gia d6 manh va kiém tra mat khau sir dung c6 nam trong cac bo
tir dién hodc co so dir liéu mat khau da bi bé khoa khdng chung ta cé thé kiém
tra thdng qua cac dia chi sau: https://password.kaspersky.com/

- Khong giao Token ciia minh cho ngudi khac sir dung va tuyét déi khong
cho ngudi khac biét mat khau Token ctia minh.

4. Hwéng din nhanh ra quét ma dc trén may tinh nguwoi ding

Pé thuc hién nhanh ra quét, g& boé ma doc, nguoi dung can thuc hién céc
bude cu thé, nhu sau:

- Budéc 1. Tai cong cu ra quét ma doc tai dia chi:
http://ca.gov.vn/MalwareRemoverTool.rar

- Budce 2: Giai nén va chay cong cuy, thuc hién nhu hinh dudi déra quét nhanh.

- Budc 3: Truong hop cong cu ra quét phat hién ra ma doc va diét thi
nguoi dung thyc hién tai cong cu dudi ddy dé ra quét toan bd may tinh:
http://av.bcy.gov.vn/Malware%20Remove%20Tool.exe

6. Bao cao két qua thwe hién ra quét ma doc

Céc co quan, don vi chu dong ra quét ma doc theo huong dan, bao cao
nhanh két qua phat hién méa doc vé Phong Vian héa va Thong tin huyén qua dia
chi email: Sangng.tamduong@laichau.gov.vn truéc ngay 05/02/2021 dé Phong
bao cdo két qua vé S¢ Thong tin va Truyén thong, UBND huyén.

Trén day la Cong van vé viée canh béo, ra quet ma doc khi str dung chir
ky sd ctia Phong Vian héa va Thong tin huyén dé nghi cac co quan, ban, nganh,
doan thé huyén, UBND céc x4, thi trin quan tam thyuc hién./.

Noi nhan: TRUONG PHONG
- Nhu trén; 51%@?‘2{&?11?;'%2;/.%“1 hzooazylao;hsog%ém
- Chu tich, cac PCT.UBND huyén;

- Luu: VT.

D6 Trong Thi
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