UBND HUYEN TAM DUONG CONG HOA XA HOI CHU NGHIA VIET NAM

PHONG VAN HOA VA THONG TIN Déc 1ap - Tw do - Hanh phic
S6: 280/ VHTT Tam Puong, ngay 30thang 8 nim 2024

V/v huéng dan bao dam an toan thong tin
trong viéc két néi, tich hop, chia sé dit
liéu dan cu gitra Co so dit liéu quéc gia vé
dan cu v6i Hé thong thdng tin giai quyét
thu tuc hanh chinh tinh Lai Chau

Kinh gui:
- Céc co quan, ban, nganh, doan thé huyén;
- UBND c4c x4, thi tran.

Cin ¢t Cong vin sé 1850/STTTT-BCVTCNTT ngay 27/8/2024 cua So
Thong tin va Truyén thong tinh Lai Chau vé viéc huéng dan ting cuong bao dam
an toan thdng tin trong viéc két néi, tich hop, chia sé dir liéu dan cu giita Co so
dir liéu qudc gia vé dan cu véi Hé théng thdng tin giai quyét thu tuc hanh chinh
tinh Lai Chau.

Phong Vin hoa va Thong tin huyén trién khai, huéng dan mot sé giai phap
tang cudng bao dam an toan hé thdng thong tin va hudng dan thiét lap tang cuong
bao dam an toan trén may tinh ca nhan nhu sau:

1. PBé tang cuong hiéu qua cong tac bao dam an toan thdng tin va phuc hoi
nhanh hoat dong sau sy ¢6, bén canh viéc trién khai day du cac quy dinh cua phap
luat vé bao dam an toan hé thong thong tin theo cap do, dé nghi cac co quan, don
vi, dia phuong trién khai 4p dung 06 giai phéap ting cuong bao dam an toan hé
théng théng tin trong tdm chi tiét (giti kém Cong vin sé 2517/BTTTT- CATTT,
ngay 27/6/2024).

2. Nham ting cuong bao dam an toan an ninh théng tin, dam bao an toan
d6i voi dir liéu va thong tin ca nhan, dé nghi cac co quan, don vi, dia phuong thiét
lap ting cuong bao ddm an toan trén may tinh c4 nhan theo huéng dan sau:

2.1. Ting cwong si dung, nang cdp, cdp nhdt cac phan mém bdn quyén

- Cai hé diéu hanh Windows c6 ban quyén; bo san pham Office cua
Microsoft...

- Nang cap, cap nhat cac phan mém va hé diéu hanh Windows.
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2.2. Gé' be cac irng dung khdng dung hogc it dung: Cac may tinh khi mai
trang bi thudng dugc nha san xuat hodc nha cung cip cai dat sin cac phan mém
ng dung, nén trong d6 c6 thé co quang céo, gisi thiéu hoic ban dung tha. Céc
phan mém nay c6 thé chtra sin cac nguy co mat an toan thdng tin. Nén khuyén
cao nhirng phan mém khong c6 nhu cau sir dung, do d6 can phai g& bo dé ngan
ngira cic nguy co mat an toan tiém an.

2.3. Cai dgt phan mém diét virus, an toan thong tin c6 ban quyén: Phan
mém diét virus, an toan thdng tin c6 ban quyén 1a mot 16p 14 chan rat quan trong
dé bao vé hé thong may tinh ca nhan trudc cac ma doc va virus. Do dé cac may
tinh can cai dat chuong trinh diét virus, phan mém an toan thdng tin ban quyén dé
bao vé dix liéu.

2.4 4. Tao cac mdt khdu mgnh

- C4c tai khoan cua ngudi st dung can duoc tao ra vai mat khau co do phic
tap nhat dinh, c6 do dai tir 08 ky tu tré Ién.

- Cac mat khau dé nhg nhu “123456”, “abeedf™. .. tuyét d6i khong dugc st
dung vi ddy 1a cac mat khau yéu rat d& doan.

- Mot mat khau an toan thuong bao gom céc loai ky tu sau: Ky tu hoa, ky
ty thuong, Ky tu chit s6, Ky tu dac biét.

2.5. Kich hogt chirc nang twong lira bdo vé ca nhan trén may tinh: Cac
hé diéu hanh hién nay hau hét déu tich hop cac tuong hira nham bao vé nguoi sir
dung khoi tan cong co ban. Hay kich hoat phan mém tudng lira truge khi két ndi
dén bat ky mang may tinh nao (Internet/Wifi/LAN...).

Trong qua trinh thyc hién néu c¢6 vuéng mac xin lién hé Phong Vin hoa va
Théng tin huyén, sb dién thoai: 0916.731.226.

Phong Vin hoa va Thong tin huyén dé nghi Thua trudng céc co quan, ban,
nganh huyén, Chu tich UBND céc x4, thi tran trién khai thuc hién./.

Noi nhn: TRUONG PHONG
- Nhu trén; (/ LN
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