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S$6:1463 /UBND-CAH Tam Puong, ngay 29 thang 8 nam 2024
VIV tang cuong cong tac bao dam
an toan, an ninh mang hé thong
thong tin trong yéu

Kinh guri:
- Céc co quan, ban, nganh, doan thé huyén;
- UBND cic x4, thi tran.

Thoi gian qua, qué trinh diy manh va trién khai thue hién Dé an s6 06 cia
Chinh phii, nhiéu hé théng thong tin quan trong, phic tap, mang tinh lién két sau
rong, luu trit khoi dir lidu 16n duoc dau tu, xay dung nhung ciing d& boc 16 cac
diém yéu c6 nguy co gdy mét an ninh mang.

Thue té d3 phat hién cac cudc tin cong mang nham vao cac co quan dau
nganh ctua Pang, Nha nudc, cic tdp doan kinh t& “miii nhon”, cac hé thdng
théng thong tin quan trong tai nhiéu dia phuong. Nguyén nhan cua tinh trang
trén xuat phat tir nhan thirc vé vai trd, tim quan trong cua cong tac bao dam an
toan, an ninh mang con han ché; kha nang ung cuu, Xu 1y, khic phuc su cd trude
cac cudc tdn cong mang con thap, nhiéu hé théng cong nghé thong tin quan
trong dau tu khong déng b0, khong duoc giam sat, kiém tra, danh gia dinh ky,
thuong xuyén, ton tai diém yéu k¥ thuat, 156 hong bao mat; viéc chip hanh quy
trinh, quy dinh vé bao dam an ninh mang, bao vé dir liéu c4 nhan chua nghiém,
khong day di; viéc quan tim dau tu vé ngudn lyc phuc vu cong tic biao dam an
ninh hé thng mang con han ché, chwa dap tng yéu cu.. .

Thue hién theo Cong van s6 2268/UBND-TH, ngay 17/6/2024 cia UBND
tinh Lai Chau vé viéc ting cudng cong tac bao dam an toan, an ninh mang hé
théng thong tin trong yéu. Dé ting cuong cong tac phong, chéng tin cong mang,
bao vé dir liéu; UBND huyén yéu cau Thu trudng cac co quan, ban, nganh, doan
thé huyén, Chu tich UBND céc xa, thi tran trién khai thuc hién mot s noi dung
cong tac trong tdm sau day:

1. Quén triét, trién khai thuc hién quyét liét, c6 hiéu qua cac quy dinh cta
phap luat vé an toan thong tin mang, an ninh mang, nhat 13 cac quy dinh cua
Luat An toan thong tin mang, Ludt an ninh mang va cac Nghi dinh hudng dan
thi hanh; cac chi dao ctia Tha tuéng Chinh phu tai Chi thi sé 09/CT-TTg ngay
23/2/2024 vé tuan tha cac quy dinh phép lut va ting cuong bao dam an toan hé
thong thong tin theo cap d6 va Cong dién s6 33/CD-TTg ngay 07/4/2024 vé ting
cuong bao dam an toan thong tin mang... Cu thé hoa trach nhiém cta don vi, tO
chire, ca nhan trong cong tac bao vé an toan, an ninh mang hé thong thong tin
quan trong, bao vé dit li¢u ca nhan.
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2. Xay dung ké hoach va trién khai bao vé an toan thong tin mang, an
ninh mang cho hé théng thong tin thuoc pham vi quan ly & muc do cao nhat;
khong dé xay ra cac su cd mit an toan thong tin mang, an ninh mang nghiém
trong, dic biét 1a trudc, trong va sau cac ngay 1& 16n, sy kién quan trong cia
tinh, ctia dat nudc; ap dung tai liéu “Hudng dan cdc bién phdp ting cuong bdo
dam an ninh mang cho hé thong théng tin quan trong vé an ninh quéc gia” do
Cuc An ninh mang va phong, chéng to6i pham str dung cong nghé cao - B6 Cong
an ban hanh d¢ thuc hién thong nhét, dong bo cho cac hé thdng thong tin.

3. T6 chtic ra soat, danh gia an ninh, an toan thong tin tong thé ddi véi hé
théng mang, dich vu mang nhu: Ra soat, siét chit cac chinh sach truy cp trén
cac thiét bi bao mat, bao vé mang; ra soat virus, ma doc trén may chu, may tinh
quan tri, may tinh nguoi dung; ra soat, khic phuc 16 héng bdo mat trén tng dung
mang, phén mém nghi€p vu; thuc hién ngay viéc sao luu hé théng, dir liéu trén
cac thiét b luu trir doc 14p; tam ngung chinh sach truy cap tir xa; ra soat loai bd
cac thiét b, may chu, dich vu mang va tai khoan trén h¢ théng thr nghi¢m, h¢
théng cll hodc khong con st dung; kiém soat, giam sat chat ché nha thau, bén
thur 3 trong qua trinh hod trg k¥ thuat, cai dat hé théng. ..

4. Tb chirc tuyén truyén, phé bién dén toan thé can bo, cong chirc, vién
chitc nham nang cao nhan thuc, trach nhiém dbi véi cong tac dam bao an ninh,
an toan hé théng mang, bado v¢& bi mat nha nudc, thong tin dit li¢u ca nhan trén
khong gian mang; thuong xuyén cap nhat, thuc hién nghiém cic thong bao, canh
bado cua co quan chuyén trach vé cac loai hinh tin cong mang, t01 pham mang,
t6i pham sir dung cong nghé cao, nguy co mat an ninh mang, thong tin dir liéu
ca nhan.

5. Tién hanh ra soat, xdy dyng, hoan thién cic quy dinh, quy trinh, quy
ché, huéng dan vé bao vé an ninh mang; cha dong xay dung, trién khai phuong
an phong, chng tdn cong mang va (mg pho, khac phyc sy ¢d an ninh mang theo
quy dinh, thiét lap cac kénh thong tin trao doi, chia sé thong tin, thong bao su cb
an ninh mang vd&i cac luc luong chuyén trdch bao v¢ an ninh mang.

6. Quan tam dau tu, bd tri nhan lyc bao vé an ninh mang; ting cudng quan
tdm t&1 cong tac bdo dam an toan, an ninh mang trong hoat dong chuyén ddi so;
uu tién st dung san phém, thiét bi mang duogc kiém tra, danh gia dam bdo an
ninh mang.

7. Céac co quan, don vi huyén, UBND cac xa, thi trin ¢6 hoat dong thu
thap, xur Iy dir liéu ca nhan tién hanh ra soat tong thé, phan loai dit liéu ca nhan
da thu thap, dang xur 1y; xac dinh trach nhiém bao v¢ tuong img véi tung loai dir
litu ca nhan theo diung quy dinh tai Nghi dinh s6 13/2023/ND-CP ngay
17/4/2023 cua Chinh phu vé bao vé dit liéu c4 nhan.
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8. Trong truong hop phét hién hoat dong tin cong mang vao hé thong
théng tin, cac co quan, don vi huyén, UBND cac x4, thi trin trao doi véi Cong
an huyén dé tong hop bao cdo Cong an tinh, S& Thong tin va Truyén thong dé
phéi hop, xir 1y.

9. Giao cho Cong an huyén, Phong Van hoa - Thong tin huyén theo chuc
ning, nhiém vy hudéng dan cic co quan, don vi huyén, UBND céc xa, thi trin
trién khai thuc hién; bdo cdo UBND huyén vé két qua thuc hién va dé xuat
nhimg van dé phat sinh vuot tham quyén.

Cin ctr ndi dung Cong van, UBND huyén yéu cau cac Thu trudng co quan,
don vi huyén, Chu tich UBND céc x4, thi trin nghiém tac trién khai thuc hién./.

Noi nhin: TM. UY BAN NHAN DAN
- Nhu kinh guri; - CHU TICH
- TT. Huyén uy; )
- TT. HDND huy¢én;

- Chu tich, cac PCT UBND huyén;
- Luu: VT.
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